

Yardley Gobion Parish Council IT & Digital Governance Policy
(Compliant with AGAR Assertion 10)
1. Purpose
This policy sets out how the Parish Council manages information technology and digital services to:
· Support efficient administration
· Protect information and systems
· Ensure transparency and public access to information
· Comply with legal and audit requirements, including Assertion 10 of the Annual Governance and Accountability Return (AGAR)
2. Scope
This policy applies to:
· Parish councillors
· The Clerk and Responsible Financial Officer (RFO)
· Any contractors or volunteers with access to council IT systems
It covers:
· Council computers and mobile devices
· Email accounts
· Cloud storage
· The council website
· Data held electronically
3. Roles and Responsibilities
Council
· Approves this policy and reviews it at least annually
· Ensures adequate resources for IT and website maintenance
Clerk / RFO
· Day-to-day management of IT systems
· Ensures publication of required documents
· Maintains secure access and backups
· Acts as the primary website administrator
Councillors
· Use council IT systems responsibly
· Protect passwords and confidential information
· Report any IT or data security concerns promptly
4. Website Management (Assertion 10 Compliance)
The Parish Council maintains an official website to meet transparency requirements.
The website will publish, as a minimum:
· Names of councillors and contact details
· Minutes, agendas and meeting notices
· Annual governance statement (AGAR)
· Accounting statements
· Annual internal audit report
· Budget, precept and year-end accounts
· Policies and procedures as required
· Confirmation of the exercise of public rights
The Clerk is responsible for:
· Ensuring information is accurate, complete, and up to date
· Publishing required documents promptly
· Retaining documents online for the required period
5. Email and Electronic Communications
· The council will use a dedicated council email account (not personal accounts)
· Emails relating to council business form part of the council record
· Councillors must not use personal devices or accounts in a way that risks data loss or lack of audit trail
6. Data Protection and Security
The council will:
· Comply with UK GDPR and Data Protection legislation
· Limit access to systems and data to authorised users only
· Use strong passwords and change them regularly
· Ensure devices are protected by passwords or PINs
· Report data breaches in accordance with council procedures
7. Hardware and Software
· Council-owned equipment is provided for council purposes, however reasonable personal use is permitted
· Software will be kept up to date where reasonably practicable
· Free or low-cost solutions may be used where appropriate, provided they meet security requirements
8. Backup and Continuity
· Electronic records will be backed up regularly (e.g. cloud storage or encrypted external drive)
· Backups will be stored securely and separately from primary devices
· Key documents required for audit and transparency will be preserved
9. Use of Cloud Services
· Cloud services may be used for storage and collaboration
· Access will be restricted to authorised users
· Services must be reputable and provide appropriate security
10. Monitoring and Review
· Compliance with this policy will be reviewed annually
· The policy will be updated in line with changes to legislation, guidance, or council practices
11. Adoption
This policy was adopted by the Parish Council on: 3rd February 2026
Minute reference: 5354 8.3 b)

